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ABSTRACT With the rapid development of mobile technology and subsequent mass adoption of mobile
devices, mobile crowdsensing (MCS) has gained a lot of research attention. In MCS systems, trust is a key
focus in the overall improvement in the participant uptake of the sensing tasks. The trust-based scheme of
MCS is studied to predict the damage level, the scores of quality-of-service (QoS), and the levels of quality-
of-data (QoD) of MCS systems. Users can participate in MCS sensing based on trustworthy indicators that are
related to user experience and system reputation, as well as the knowledge obtained about the MCS systems.
This paper illustrates the establishment of user confidence during recruitment in MCS as it is very critical for
the success of MCS systems and proposes a simulation trust-based mechanism (SiTBaM) approach. The level
of MCS security is enhanced to protect the privacy of participants, so that participants can be assured that
the MCS system they are working with during sensing moment is trustworthy. The application of SiTBaM in
MCS is verified to yield better results as the simulations show that it offers higher QoS levels, QoD scores,
as well as low damage levels in the presence of any task or many malicious users. These results were validated

through comparisons with other schemes.

INDEX TERMS Mobile crowdsensing, quality-of-data, quality-of-service, security, trust-based scheme.

I. INTRODUCTION

Mobile crowdsensing (MCS) has attracted significant focus
in the recent past making it an appealing paradigm in the
user communication sensing systems. The MCS system is a
human-driven Internet of Things (IoT) service empowering
citizens to observe the phenomena of individual, community,
or even societal value by sharing sensor data about their
environment while on the move [1]. There is an emerging
human-powered modern sensing paradigm that leverages mil-
lions of individual mobile devices to sense, collect, analyze
urban data without the deployment of any large number of
static sensors as sensing infrastructures thus making it low
cost and of spatial-temporal coverage [2], and this fits the
category of MCS systems. MCS relies on contributions from
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mobile devices (i.e. smartphones, tablets, iPads, and wearable
devices) [3] of a large number of users or crowd. Smart-
phones, tablets, iPads, and wearable devices are equipped
with a rich set of sensors and deployed widely making them
an excellent source of information. This new paradigm is
more scalable and cost-effective than deploying static wire-
less sensor networks for dense-sensing coverage across large
geographical areas [4]. Basically, MCS applications focus
on community sensing tasks for large-scale phenomena that
cannot easily be measured by a single individual. Rather,
these phenomena can only be measured accurately when data
are aggregated spatiotemporally from many individuals [5].
MCS system is different from conventional sensing solu-
tions because it is powered using specialized networks of
sensors aimed at leveraging human intelligence to collect,
process, and aggregate sensing data using individuals’ mobile
devices (e.g., using a camera to capture a specific target),
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so as to realize a higher quality and more efficient sensing
solution [6]. The intelligence of humans together with the
mobility aspects will guarantee a larger coverage and bet-
ter context awareness if compared to the traditional sens-
ing networks. However, the participants may be reluctant
to share data that they deem to be of sensitive nature due
to privacy concerns. Mobile crowdsensing is a new sensing
paradigm that incorporates built-in sensors of mobile devices
and human intelligence to monitor, share, analyze big and het-
erogeneous data about diverse phenomena [7]. A typical MCS
system consists of a cloud-based platform and a large number
of mobile devices or more commonly, the smartphone users,
where the platform works as a sensing service buyer who
posts the required sensing information and recruits a set of
mobile device users to provide sensing services or to partici-
pate in the sensing campaign [8]. When the participant is once
selected by the platform, he starts to collect the required data
and sends it back to the requesting platform. The requester
initiates a crowdsensing application that usually needs to have
monetary investment so the inferred truths can be the data
provided by mobile crowdsensing is used to design a variety
of applications according to individual or group activities
to model their behaviour and predict possible solutions for
different patterns.

MCS technology has attracted much attention since this
technology can perform sensing jobs that individual users
cannot cope up with. In the case of participatory crowdsens-
ing users, they can collude with each other to mislead the sys-
tem by sending fake information since they own and control
the devices used for MCS as these users may have unknown
intentions, varied capabilities and unpredictable reliability
which leads to untrustworthy data [9]. The participants or
mobile users are registered as candidate workers to collect
and contribute data through their sensing devices [10]. When
a new task arrives, the MCS server selects some workers
to complete these tasks but results in some issues in task
allocation since the various participants possess diverse qual-
ities on handling different tasks, hindering efficiency as it
solely depends on the location information to calculate the
distance between tasks and workers. If large distance exists
between the target location of a task and the participant,
then there will be greater rewards for completing the task
unlike when the distance is short. In [11], it is argued that
many participants are usually reluctant to participate in MCS
campaigns either because of fear of their privacy, or because
of resource (e.g. smartphone battery, and memory) con-
sumption, thus making many researchers rely on voluntary
participants.

In the case of large-scale MCS deployments, massive
computational resources are required for device manage-
ment and real-time data processing. Despite this challenge
of massive resource requirements, large-scale and centralized
MCS introduces other problems including

- generates significant load on mobile network

- creates increased traffic to cloud servers running

MCS services,
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- high computational cost, associated with real-time usage
scenarios, due to a large number of devices participating
in MCS tasks with frequently changing context,

- increased latency of data and information propagation,
which is critical for real-time usage scenarios, and

- athreat to user privacy since all user traces are collected
in a centralized manner.

The mobile edge technology is designed to enable third par-
ties to run their services and applications at the edge of the
mobile networks so that they can reduce these problems.

MCS is gaining a lot of familiarity in this era of mobile
technology. According to Wikipedia, mobile crowdsensing
is a mobile data-gathering technology where a large group
of individuals who have mobile devices capable of sensing
and computing collectively at the same time can share data
and extract information to measure, map, analyze, estimate,
or infer any processes of their common interest. This tech-
nique can also be summarized to mean crowdsourcing of
sensor data from mobile devices which can be largely dis-
persed from each other. A number of individuals, forming the
crowd, is committed to performing observations of real-world
phenomena of common interest through the use of mobile
phones, given their capacity to sense the environment and
other phenomena in the community (e.g. finding the total
number of people in a restaurant, or in a cinema hall given
their GPS position) [12].

Currently, smart mobile devices are becoming increasingly
popular everywhere and are equipped with very powerful
sensors that have been pervasively applied in crowdsensing
as effective tools to solve large-scale sensing tasks in urban
areas. The group owner (GO) performs the coordination work
by establishing contracts with mobile user devices to spec-
ify the expected results and their corresponding incentive
payments [13]. These incentives can take various forms i.e.
presence/location-aware, behavioural-aware, flat incentive,
mobility-aware, and mixed incentive [14]. The task requesters
can allocate sensing tasks to the mobile nodes through a
crowdsensing platform, eliminating the cost of deploying
and maintaining large numbers of fixed sensors [15]. How-
ever, several kinds of crowdsensing tasks like audio, visual,
or audio-visual transmission which generates large-scale
sensed data may bring high network traffic costs to par-
ticipants using a 3G, 4G and 5G networks thus affecting
their satisfaction. With the increased number of smartphone
uptake which stands at over 4.5 billion gadgets, human mobil-
ity patterns and daily actions have increased tremendously
with a possibility of many participants taking part in MCS
data collection in a passive or opportunistic manner [16].
The advantages and disadvantages of MCS are summarized
in Table 1.

This paper illustrates the evaluation of SiTBaM, a simu-
lator for MCS trust. The SiTBaM is specifically designed
to perform analysis and evaluation of trust in diverse envi-
ronments under MCS campaigns, and support hybrid sens-
ing paradigm. This simulation platform can visualize the
obtained results of trust. The rest of the paper is organized
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TABLE 1. Advantages and disadvantages of mobile crowdsensing (MCS).

Advantages Disadvantages

e More scalable, e High consumption of energy,
¢ Low deployment cost, e The optimization problem of
e Large scale, user selection,

o Crowd carrier mobility, o Takes a long time in

e Fine-grained measurement, recruitment,

e Crowd powered data col]ection’ e Installation/maintenance cost,
e Spatiotemporal coverage, e Lack of scalability,

e Crowd powered data analysis, o Insufficient spatial-temporal
o Flexibility, coverage.

e Savings on computational

resources,
e Improved service quality,
e High predictive model accuracy,
e Management facilitation.
Sources: [4][17][18][19][20][21]

as follows. A basic overview of the types of MCS schemes,
and challenges, opportunities, and solutions are provided in
Section 2. Details about the MCS architecture are provided in
Section 3, followed by the discussion on privacy preservation
and trust management of MCS in Section 4. Section 5 pro-
vides the details on MCS systems simulations and discussion.
Finally, the conclusion is provided in Section 6.

Il. MOBILE CROWDSENSING

Mobile crowdsensing is gaining a lot of familiarity in this
era of mobile technology. According to Wikipedia, mobile
crowdsensing is a mobile data-gathering technology where a
large group of individuals who have mobile devices capable
of sensing and computing collectively at the same time can
share data and extract information to measure, map, analyze,
estimate, or infer any processes of their common interest. This
technique can also be summarized to mean crowdsourcing
of sensor data from mobile devices which can be largely
dispersed from each other. According to [12], a number of
individuals, forming the crowd, is committed to performing
observations of real-world phenomena of common interest
through the use of mobile phones, given their capacity to
sense the environment and other phenomena in the commu-
nity (e.g. finding the total number of people in a restaurant,
or in a cinema hall given their GPS position).

There are two common types of MCS techniques namely,
participatory MCS, and opportunistic MCS [3]. In Partici-
patory MCS paradigm, the user is actively involved and is
aware of the sensing through the use of the front end appli-
cations and actively reports observations while in the case of
opportunistic MCS, the user involvement is minimized and in
some cases, none and often, an application can be running in
the background which performs sensing and monitoring tasks
with minimal or no user intervention. However another type
of MCS termed as hybrid MCS can also exist, which harvests
the benefits of both methods, making the number of MCS
methods to be three [22]. For the task of sensing, the built-in
and ubiquitous sensors of the smartphones are used either in
a participatory, or opportunistic way depending on whether
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the data collection happens with or without participant
involvement [7].

The mechanism of task allocation models is based
on human Involvement; knowledge available to service
providers (SP); and spatial distribution. In so doing the MCS
tasking entities are responsible for assigning tasks to carriers,
via the task assignment models. The MCS contains four
stages in its life cycle namely: task creation, task assignment,
data collection, and data aggregation shown in Fig. 1.

A. PARTICIPATORY TECHNIQUE

This is a type of MCS system where the participant is actively
involved in the collection of data. This can include the case
of photography, and filling in questionnaires. This means that
the users are self-aware about sharing data with the other
users in participatory sensing mode of collecting data. The
participants use their own mobile devices to complete the task
by collecting the data and giving the feedback regarding the
results[23], and users prefer to have control over what and
when to participate in a sensing campaign. This method is
prone to adversarial attacks because a malicious node could
easily send false information to a service provider, and it
thrives from continuous input from the user [24] as the user
voluntarily participates in the contribution of information.
Here sensor data collection is triggered by tasks, which
specify the sensing modalities like regions of interest, and
sampling context based on application requests. The tasks are
distributed to mobile device carriers that satisfy the tasking
requirements, and people can decide to accept or refuse the
task allocated. We can find that data is collected under the
“primary use” manner in explicit sensing. Privacy in explicit
sensing should guarantee that participants maintain control
over the release of their sensitive information, for example,
the degree of granularity and data recipients.

B. OPPORTUNISTIC TECHNIQUE

In the case of an opportunistic MCS system, the sensor data is
acquired autonomously and reported to the cloud periodically
without the user involvement [19]. In this method, mobile
devices are involved in the process of decision making instead
of the users as is the case of participatory crowdsensing [7].
In Opportunistic Sensing, users unconsciously participate
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in tasks, and their devices can complete the task without
human help e.g. as long as a user turns on WIFI, the task
of “‘sensing WIFI signal and strength” is completed without
people’s intervention [15]. This scheme has less reliance on
active user involvement in the process of sensing and sending
information, as the data is sensed and sent automatically.
This whole process takes place via the portable sensors that
accompany the user participant. These portable sensors can
be grouped as mobile sensors, body sensors, or vehicular sen-
sors respectively [22]. Thus this method is majorly concerned
with the passive extraction of mobile sensor data, and it aims
at keeping the user involvement to the minimum [24]. In this
scheme data is contributed not for a sensing task, but for
users to enjoy online services like socializing on Facebook or
Wechat, purchasing goods on Amazon or Alibaba, etc. in this
scheme, also we get that the data is reused to enhance original
services or create new services by third parties i.e., used for
a second purpose.

C. HYBRID TECHNIQUE

The hybrid MCS technique is collectively the best crowdsens-
ing system as it incorporates the benefits of the former two
methods of sensing. In this, the mobile source nodes apply
active sensing mode (agreeable participation in data forward-
ing) and passive sensing mode (via opportunistic node inter-
action) in the network. This is an improved crowdsensing
data collection method, as it improves the accuracy of the
data collected since some of the data that the user may not
have been willing to divulge can easily be collected oppor-
tunistically. This method is applicable to indicate a smooth
switching and collaboration between participatory and oppor-
tunistic models to overcome the disadvantages of both
approaches.

lIl. ARCHITECTURE OF MOBILE CROW-DSENSING
SYSTEM

In this section, we outline the various entities of MCS system
architecture. Like mobile cloud computing, MCS is rela-
tively a new technology with lots of potential applications
but no agreed-on standard architecture exists to date [25].
This motivates this research for new and innovative archi-
tecture to suit this review that tries to emphasize on cer-
tain requirements such as privacy, cost, mobility, delay, and
power consumption while trying to select the optimal com-
promise for the other. The architecture of the cloud-based
mobile crowdsensing system consists of a cloud-based plat-
form and a large number of smartphone users [8] is shown
in Fig.2. From Fig. 2, MCS architecture contains the four
major components: sensors, mobile devices, communica-
tion infrastructure, and processing infrastructure [26]. These
components can further be grouped into two that is the
mobile data collection components, and the web-based data
server [27]. The sensors and mobile gadgets form the mobile
data collection subset, and the web-based data server is com-
posed of the communication and processing infrastructure of
data.
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FIGURE 2. Cloud-based mobile crowdsensing architecture.

A. SENSORS

The work of sensors is data collection from the environ-
ment. It is cost-effective to use a mobile crowdsensing sys-
tem technique for collecting data because it does not need
specialized sensors installed everywhere, which ultimately
reduces procurement, installation, and maintenance costs.
The participants are equipped with the necessary hardware,
software, and knowledge of the application to start gathering
data as they conduct their daily life. The heterogeneous sens-
ing capabilities pose fundamental challenges to MCS systems
by affecting their two main operations truth discovery and
reward distribution. The truth discovery refers to the pro-
cess of aggregating and analyzing the crowd-sensed data to
estimate the ground truth [28], while a reward distribution
scheme is required to reward participants according to their
effort levels in truth discovery process [13]. The task of sens-
ing on the phones can be triggered manually, automatically
or based on the current context.

B. MOBILE DEVICES

The task of mobile devices is to aggregate and report the
collected data to the cloud server or the group owner. The sub-
jective inputs (participants) use their mobile devices to insert
data into the system about their daily locations and assess-
ment of the phenomena. The group of mobile device users
who are participating in the sensing campaign sense their
surrounding environment in response to a sensing request
initiated by an agent, referred to as a task publisher. Task
publishers may represent machines or people and be involved
in a sensing task that is time-consuming from the participant’s
perspective as well as consuming the device’s sensing, com-
puting, and communication resources [29].

C. COMMUNICATION INFRASTRUCTURE
The communication infrastructure is basically the data trans-
port part tasked with the transmission of the data from the
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participants to the server system. The secure crowdsensing
model considers the privacy of user’s data, restricts unau-
thorized access and enhances the quality of service in the
network.

D. PROCESSING INFRASTRUCTURE

The processing infrastructure is tasked with the data stor-
age role mostly, but also does the estimation, and inferring
of the data. This layer transforms the collected low-level,
single-modality sensing data into the expected intelligence
through the application of the machine learning, and logic-
based inference techniques [17]. The results of the processed
sensed data may be displayed locally on the carriers’ mobile
phones or accessed by the larger public through web-portals
depending on the application needs.

In MCS management there are several attributes that are
taken care of together with some operations to be performed.
MCS system must ensure that it guarantees security, privacy,
and trust to the service requester, participants, and mobile
users, when it is performing its role of user recruitment, task
creation and execution, and incentivizing. Ref[30], outlines
the main common incentive mechanism frameworks with
their key elements as applicable in MCS which includes an
auction, lottery, bargaining game, contract, market-driven,
and trust and reputation. Of these incentivizing mechanisms
the auction incentive is the most widely used of them all.
MCS platform architecture is shown in Fig. 3.

IV. PRIVACY AND TRUST MANAGEMENT

The number of data users and participants involved in the
process of data collection is growing thanks to technology.
One of the key challenges posed is privacy preservation in
data mining which has emerged as an absolute prerequisite
for exchanging confidential information in terms of data
analysis, validation, and publishing. There is an existence of
ever-escalating internet phishing threats on the widespread
propagation of sensitive information over the web. Equally,
the dubious feelings and contentions mediated unwillingness
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of various information providers towards the reliability pro-
tection of data from disclosure often results in utter rejection
in data sharing or incorrect information sharing. Further-
more, workers in MCS are also heterogeneous on their pri-
vacy concerns, which makes privacy preservation even more
challenging. They mainly differ in (a) ratio of the private
locations along their paths, (b) extend they start to treat
their locations as disclosed, (c) compensation amount asked
for the partial disclosure of private locations [31]. Various
privacy-preserving mechanisms have been put in place to
enhance the privacy preservation of the participants. Accord-
ing to Ref. [32], ensuring privacy-preserving in MCS system
encourages mobile users to use MCS system applications
and participate in sensing and data collection. Therefore,
a properly designed framework for privacy preservation must
support the workers to flexibly adjust on all three aspects,
s0 as to provide most suitable participation for every worker
as this is a critical principle as MCS essentially rely on these
workers for data collection.

Another important issue in MCS campaigns is the trust-
worthiness or reliability of the data collected. Trust is a great
issue as tasks are assigned anonymously and data is collected
from multiple locations or participants which can be in one or
another compromised leading to unreliability of the collected
data [33]. It is crucial to maintain a high level of data trust-
worthiness which shows how much the data used are trusted,
authentic and protected from abuse so that decision making
should be based on precise, and certain data [34]. A user who
sends altered data can get his trustworthiness degraded once
detected since the MCS system computes trustworthiness,
and always it runs an outlier detection algorithm to detect any
form of data degradation [35]. One of the factors that can lead
to data unreliability is the existence of uncertain factors like
the channel or surrounding noise and the difficulty of target-
sensing. At the same time, the participants can be deceived
by scammers or the participants themselves can be partic-
ipating in the MCS campaigns with malicious intentions
thus supplying falsified data since it is sometimes difficult
to identify them, especially when different task actions are
not liked due to privacy protection. As participants can be
participating in MCS campaign anonymously making their
identities undisclosed due to privacy issues, the participants
who provide falsified information cannot be identified or
eliminated more so in opportunistic crowdsensing. Research
has it that, if the same task is assigned to multiple participants
simultaneously it can reduce the effect of malicious partici-
pation but on the hand this consumes a lot of resources. This
attribute of assigning the same task to multiple users with
zero rewards cannot guarantee QoS of each task to be no
less than a given threshold [36]. This, therefore, poses a great
challenge to create a balance between user privacy, QoS and
the trustworthiness of the data or the source.

A. USER RECRUITMENT IN MCS
The malicious attackers aim to destroy the functionality of
cooperative spectrum sensing so that the system cannot trust
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the aggregated sensing results. This research considers four
types of spectrum sensing data falsification (SSDF) attacks to
test the resiliency of the proposed data aggregation scheme:
“always yes”, “always no”, “always false,” and “‘always
random.” Under the always yes attack scenario, the malicious
secondary users (SUs) always report the presence of primary
users (PUs) ignoring their real sensing results. Under the
always no attack scenario, the malicious SUs always report
the absence of PUs on the channel ignoring the real detection
results. Under the always false attack scenario, the malicious
SUs always report the opposite of their sensed outcomes.
Under the always random attack scenario, the malicious SUs
randomly generates a sensing result to report to the sys-
tem [37]. There is no mechanism to control the behaviours
of the SUs and this threatens the security of the licensed
users. The major behaviours of the attackers can include but
not limited to misbehaving, selfishness, cheating, and malice.
An attacker can misbehave and this is the severest category
of attacker behaviours as if a node misbehaves and can apply
any of the other categories, decreasing the performance of
spectrum sensing and sending false information to prevent
other nodes from utilizing the spectrum [38]. The cooperative
incentive mechanism is applied in crowdsensing participant
recruitment, to try and model the cooperation between par-
ticipants [39].

There arise two social dilemmas however when it comes
to pricing schemes in MCS where either the requester pays
rewards to participants before or after executing the task.
If payment is made before task execution, participants may
pay less effort in the sensing task, and if payment is made
after execution of the task, the requesters may lie about the
quality of sensing data in order to not to pay or to pay lee,
rendering the whole exercise of participant recruitment to be
futile due to false reporting schemes.

B. PRIVACY MANAGEMENT

There are various technologies that have been researched on
and are in use for the application of privacy preservation
in MCS systems applications. These methods sometimes
require to be used to complement each other. Due to the
diverse qualities of users on different tasks, task allocation is
critical to all MCS systems, the efficiency of which depends
mostly on the participant location information to compute the
distances between tasks and workers. The longer the distance
between the target user to the target location of the task, the
greater the reward of completing the task, the shorter the
travel distance, and the more likely that the user will accept
the task and the fewer rewards the crowdsensing server will
pay [40]. However, the location information may fall in the
hands of an untrusted CS-server as well as the incentives,
concerns about privacy leakage and security threat will dis-
courage users from engaging in MCS. Thus, location privacy
preservation should be jointly taken into account in MCS
task allocation. Demands for the location privacy preservation
and the task completion rate when developing an optimal
task allocation method must be considered in the design of
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the MCS systems. There are various techniques that can be
applied to ensure that the privacy preservation is maintained.

1) ENCRYPTION

Encryption is the process of decoding information thus ren-
dering it meaningless to any unauthorized users or systems.
This technique can aggregate the private data of Mobile
Device Owner (MDOs) without revealing MDOs’ individual
data records [8]. Each participant in the sensing campaign has
to obtain an encryption key to cipher his collected data and the
encryption key should be known to the sensing service buyer
to decipher the data. This mechanism requires a lot of compu-
tation power and resource energy which makes it sometimes
unsuitable for most crowdsensing applications, particularly
when it is deployed on energy-constrained mobile devices.
This scheme of privacy preservation in MCS is required to
secure data fusion while guaranteeing traceability, as MCS
requires to balance privacy preservation against user reliabil-
ity. Thus the MCS system must ensure that the data is always
kept encrypted before they are transmitted to the authorized
entities in the system, and remains encrypted in the system.

2) ANONYMITY

In the privacy preservation of the data and the participants in
the sensing campaign, anonymity is employed in data collec-
tion and uploading of information. However, to ensure that
scrupulous and malicious participants do not take advantage
of this scheme, the Trust Authority (TA) can infer the true
identity of a given participant, given the anonymity of the
participants [18]. The pseudonym-based methods will offer
anonymity to the MDOs, but they also bring significant cost
and potential risk since a user may use a pseudonym for a
while and drop it and switch to a new one, and increases
processing time as the anonymity process gets more strict.
But for better privacy, it is prudent to employ a policy of
short-lived and frequently changed pseudonyms for better
privacy although the privacy can again be compromised if
any of the neighbors involved in the pseudonym exchange are
attackers. Sometimes it is hard to achieve anonymity when
both location and reputation are being incorporated into the
participant’s query, and if full anonymity is provided to the
users, guaranteeing the trustworthiness of the reported data is
impossible.

3) AUTHENTICATION

When participants are assigned tasks in a sensing campaign,
sometimes it is good to use a mechanism of identifying the
authenticity of the participants by ensuring that the assigned
task includes information about the task description, the loca-
tion of the task, the finish time of the task, and the status of the
task as well as the user identities [41]. This method ensures
that the participants do not submit falsified information into
the system which will compromise the trustworthiness of the
system, although it is seen as compromising the privacy of
the users on the other hand. Therefore the MCS system is

20875



IEEE Access

D. M. Kalui et al.: Simulation of Trust-Based Mechanism for Enhancing User Confidence in MCS Systems

responsible for the access control, by giving the necessary
rights to authorized users [32].

4) NON-REPUDIATION

No participant should be able to change its mind (e.g. deny
or modify its data) once the data has been submitted [42].
This implies that once a participant wishes to take part in a
sensing campaign, they are bound by the data they submit
although this is not the case for opportunistic crowdsensing
data collection.

5) DATA AGGREGATION

Data aggregation is a widely used technique in wireless data
networks. The data aggregation algorithms are designed to
gather the data and aggregate the data to enhance the net-
work’s lifetime. This is a mechanism where participants tend
to distribute their collected data among their neighbours,
and Ref. [22] terms it as the process of integrating data
from multiple users into one message. When a participant
receives a request from the aggregation server, each partici-
pant returns his data and the remaining data of his neighbours,
thus reducing the probability to successfully attribute each
sensor reading to its corresponding mobile user. Performing
crowd sensing with the help of many individuals leads to
the collection of a large amount of data, necessitating data
aggregation and processing to converted data into high- level
information before being utilized by users and systems [22],
which is better for decision making than when it is from a
single source [17]. But an MCS service has to control the data
production process since mobile devices typically support
only limited filtering and aggregation mechanisms and often
deliver all raw readings to the cloud [1].

6) CONFIDENTIALITY

various mechanisms should be put in place to ensure that
the confidentiality of the user’s information and weights
in crowdsensing systems is maintained. The confidentiality
of observed values or user’s sensitive information collected
by the cloud server (such as health data, location, address,
etc.) should be protected and prevented from disclosure to
other parts like to other users, the cloud server, and any
attacker [43]. For example, aggregating health data, such as
treatment outcomes, can lead to better evaluation of new
drugs or medical devices’ effects but may leak the privacy of
participating patients. Thus confidentiality is the technique
of ensuring that the data that is in storage or in transit is
encrypted to conceal its contents and only the data owners
know the plaintext.

7) VERIFICATION AND VALIDATION

verification and validation refer to the authentication and
confirmation of the participant identity in the MCS network
before the participants can take part in the sensing campaign.
A few steps of verification, checking and anonymization
through the different components can be employed to provide
a higher level of privacy to the participants [42].
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C. TRUST MANAGEMENT

The MCS system can be said to be trust-worthy if the user
feels safe to use, and also trusts to execute tasks without
secretly executing any harmful programs, and trust manage-
ment is one of the factors that affect performance and lifetime
of MCS [44]. The trust evaluation model calculates the trust
value based on the user’s communication behaviour. The
presence of malicious trustees in the system is notified to
the trustor in the MCS system. To enhance system trustwor-
thiness, it is critical for the trustor to recruit users based on
their personal features, e.g., mobility pattern and reputation,
although it leads to the privacy leakage of participants [45].
The sensing data collected from the surrounding areas are
necessarily people-centric and related to some aspects of
mobile users and their social settings: where they are and
where they are going; what places they are frequently visited
and what they are seeing; how their health status is and which
activity they prefer to do. Social event photos may expose
the social relations, locations or even political affiliations of
mobile users.

The spatial data collected by the carried devices might dis-
close mobile users’ trajectories. For example, Google Maps
collect the “anonymous” location information of drivers for
real-time traffic map generation but still exposes the driving
routes and trajectories of drivers. Further, the more sensing
tasks the mobile users are engaged in and the richer data the
users contribute to, the higher probability that their sensi-
tive information may be exposed. Therefore, preserving the
privacy of mobile users is the first-order security concern
in mobile crowdsensing. If no effective privacy-preserving
mechanism is on-shelf, it is of difficulty to motivate mobile
users to join in mobile crowdsensing services.

There are three forms of trust in MCS: direct trust, indirect
trust, and comprehensive trust. Direct trust involves issues
to do with the knowledge obtained about the MCS system
as direct observation. The attributes of direct trust include
ability, integrity, availability, reliability, similarity, and secu-
rity. On the other hand, the indirect trust involves issues
revolving around the experience and the reputation gained
over time about the MCS system. The indicators used to
evaluate the direct trust of an MCS includes interactions,
past related experiences, and relationships. The experience
is constructed from the interactions between two entities,
while the reputation is constructed from all the experiences
towards an entity [33]. The comprehensive trust is the one
that incorporates the features of all the former two types of
trust.

According to Ref. [46], the size of the trust value respects
the performance of the node. The malicious node always
leads to declining trust value because of its bad commu-
nication behavior, while the normal node is the opposite.
In this article, the sensor nodes monitor the communication
behavior of their neighbors to detect whether there is any
packet dropping or packet tampering. As shown in Fig. 4,
node x evaluates the trust value of node y, where k1, k> and
k,, are the common neighbours of the node x and y.
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Direct trust =g

Indirect trust =— =

FIGURE 4. Trust components.

1) DIRECT TRUST

The research by Ganeriwal et al. [47], proposed a trust evalu-
ation model that utilizes the Beta distribution to evaluate trust
and proved that the trust values obey the Beta distribution
tendencies. The direct trust value DT, of node x to y can
be obtained by:

oy +1
Ay + Py +2

where oy, denotes the number of cooperative interaction,
and By, denotes the number of non-cooperative interactions
among the nodes x and y.

The original Beta-based trust evaluation model does not
consider the impact of external factors on the communication
interaction among the nodes, such as the packet loss caused
by network congestion. This problem can be solved by the
introduction of an abnormal attenuation factor ¢ to improve
the original model. The abnormal attenuation factor ¢ is the
probability of malicious attacks which is represented below:

DTy = E (Beta (axy, By)) = (1)

_ Numintrusion

q @

Numgerection

where Numiysysion 1S the number of node non-cooperative
interaction caused by malicious attacks, and Numgesection 18
the total number of node non-cooperative interactions. The
attenuation of the number of non-cooperative nodes detected
by node x to y can reduce the influence of external factors on
the trust value. The accuracy of trust evaluation is improved
compared with the original model and the formula becomes:

Oy + 1

DTxy =F (Beta (leya ﬂxy)) = m

3)
2) INDIRECT TRUST

To improve the value trust accuracy it is necessary to obtain
the indirect trust of the node y from the common and adjacent
nodes between nodes x and y. The expression for an indirect
trust of neighbor node k to node y is:

ITY, = DT DTy )
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To filter all false evaluations from malicious nodes, all indi-
rect trusts collected from adjacent nodes need to be disposed
to exclude the false evaluations which are above the deviation
threshold Thg,,. The deviation degree of indirect trust Dy is:

1 “ 2
k
D= — 3 (IT;y — ITxy) (5)
u—1,u#k
If the degree of deviation of indirect trust is greater the Thge,,
the indirect trust is dropped so that the false evaluation of
malicious node can be dealt with.

3) COMPREHENSIVE TRUST

In the process of evaluating trust, apart from considering the
direct trust, the indirect trust a combination of these two forms
of trust can be performed so that comprehensive trust value
of node x to node y can be obtained as shown below:

() N
To = w.DT,, + IT 6
Xy W Xy m ]; xy ( )

where u is the weight of direct trust and in this research,
u = 0.5. Therefore the direct, indirect, and comprehensive
trust in MCS can be employed depending on the scenario to
be evaluated that can guarantee the best results.

D. CHALLENGES OF PRIVACY AND TRUST MANAGEMENT
IN MCS

There are many challenges when it comes to MCS technol-
ogy. One of the major challenges is how to balance anonymity
in safeguarding user privacy while maintaining the reliability
of the data and/the source. This is because mobile crowd-
sensing has become a popular paradigm to collaboratively
collect sensing data from pervasive mobile devices, and since
the devices used for mobile crowdsensing are owned and
controlled by individuals with unpredictable reliability, var-
ied capabilities, and unknown intentions, data collected with
mobile crowdsensing may be untrustworthy [9].

Credibility improvement of the data supplied by the MCS
system is another challenge. This is because MCS systems
are subject to collusion attacks where a group of malicious
users can collaboratively send fake information to mislead the
system [29]. Defending the data credibility requires strong
defense mechanisms to curtail the collusion of participants.
Ref. [39] proposed a two-phase group-buying based auction
mechanism for recruiting workers in MCS, which makes it
hard for participants to know each other and maybe even
supply wrong sensing information.

The concept of employing users and devices to collect data
from the real world poses significant social and technological
and economic challenges, solutions, and opportunities. From
the social point of view, if users of the MCS systems are
not motivated, they can provide unreliable data which will
not be meaningful. Various methods of motivation can be
applied like incentivizing participants, and also ensuring their
privacy. Some technological challenges which can emerge
include issues like compatibility of hardware.
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TABLE 2. Challenges, solutions, and opportunities of privacy and trust management in mobile crowdsensing.

Challenges

Solutions

Opportunities Source

- Incentivizing human user,
- Quality of sensed data,

- Reliability of sensed data,
- Participant selection,

_ Trust level discrimination,
- Security and privacy,

- Big data processing,

_ Green MCS solution that is energy

aware,

- Middleware solution for MCS
applications,

_ Use of recommender systems,

_ Big data and cloud platform,

_ Application of privacy multi-

- Prediction, [
- Real-time data delivery, [
_ Efficient data collection, [
_ Enables visualization, [18][20]
- Spatial sampling diversity, [
_ Influence maximization, [
_ Improved anywhere anytime user [

- Heterogeneous vendors of sensors,

scheme,

- Incompatible design and types of
sensors,

- Requirements of coverage quality,

- Participant recruitment,

- Hybrid networking,

- Satisfying the requirements of incentive

mechanism,
- Varied user grouping,

- Cross community sensing and mining,

- Requirements of data timeliness,

- Energy consumption of mobile sensing

devices.

_ Incentive management,

- Anonymization,

_ Location privacy protection,

- Maximize task assignment
clearance rate,

mechanism,
_ Multi-task selection.

engagement,

_ Bridge of the gap between space and
physical space,

- Cross-space data mining.

- A two-stage privacy-preserving

TABLE 3. Simulation setup for SiTBaM.

Parameter Value
Number of user ranges 100-10000
Duration of time slot 60 sec
Task duration 1800 sec
Number of task ranges 100-1600
Damage level range 0-50
% of malicious users 0-100
Quality of data values 0-1
Interactions 500
Cooperative threshold 0.6
Uncooperative threshold 0.3

Experience Value
o
o

--#--Develop 3
=== Decay (Weak Tie)
s ‘T — Decay (Strong Tie)| _

—<— Loss (Weak Tie)
—0— Loss (Streng Tie)

o
cof

100 150 200

250
Time

300

350 400 450 500

FIGURE 5. Experience model with development, decay, and loss trends.

TABLE 2 presents a summary of the various MCS chal-

lenges, solutions, and opportunities. As depicted in the
table there are a number of challenges since MCS technol-
ogy in a new and emerging area still that requires to be
researched.
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FIGURE 6. Quality of services (QoS) vs, number of requested services.

V. SIMULATION RESULTS AND DISCUSSIONS
In this research, the new approach was proposed for SiTBaM
used for evaluating trust in MCS paradigm. The SiTBaM
simulation setup parameters are as shown in table 3. From the
table, the quality of data values was setat O to 1, which implies
that 0 is least QoD, while 1 is highest QoD. The number of
tasks was varied from 100 to 1600 in multiples of 400, and
their corresponding damage level versus the percentage of
malicious users recorded as demonstrated in the simulation
results.

The assumptions of the proposed model in relation to trust
evaluation are:

1. The higher the number of tasks the lower the damage
level

2. The higher the number of malicious users the higher
the damage level.

3. The higher the number of quality users the higher the
probability density.
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FIGURE 7. Percentages of Malicious users vs. QoS Score.

The Experience Model is normalized in the range [0,1] and
it specifies three trends: Development, Loss, and Decay.
The development trend implies that the cooperative
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FIGURE 8. (a)-(d) Comparison of Damage levels in Trust-based, vs. PrevBest-QoD-based, vs. Average-QoD-based Schemes.
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interaction experience is in the increase, the loss trend indi-
cates that the cooperative interaction experience is decreas-
ing, while the decay trend indicates that the experience in
the cooperative interaction is either increasing or decreasing
as there exists neutral or no interaction that is taking place.
The decay trend is the worst as it is unpredictable in regard
to the future trend. In the experience model, the experience
between any two users can be established and updated by
the use of an aggregation model on any virtual interactions.
The reputation of each user can be calculated based on all the
experiences between all users, and a value of trust relationship
is also calculated by aggregating the experience and the
reputation. Therefore to find the trustworthiness of the system
users, the user experience and reputation are very critical.
Due to cooperative interactions the experience increases and
uncooperative interactions cause the experience to decrease.
Consequently if not interactions occur at all, the experience
decays. Therefore the determining factors for the decrease,
increase, or decay of experience include the intensity of
interactions, interaction scores, and current experience value
of the MCS system, as shown in Fig. 5.

Number of Tasks: 400
50 T T T :

— % —Trust-based Scheme
— # —PrevBest-QoD-based Scheme
Average-QoD-based Scheme

Damage Level

40 60
Mumber of Malicious Users

(b)

Number of Tasks: 1600

100

50 T

— # —Trust-based Scheme
— # —PrevBest-QoD-based Scheme
Average-QoD-based Scheme

45 -

Damage Level

20

40 60
Number of Malicious Users

(d)

80 100
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Damage Level vs Number of Tasks in the three schemes
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FIGURE 9. Comparison of Schemes with varying task numbers.

From Fig. 6, a series of interactions was randomly created
where the number of interactions (n) was set at n = 500, and
cooperative threshold and the uncooperative threshold was
set at 0.6, and 0.3 respectively. The experience model was
generated as shown with the development, decay, and loss
trends.

From Fig. 6, the QoS improves significantly when the
number of requested services increases for trust-based
schemes, average-QoD-based schemes, and 3-degree poly-
nomial regression schemes. However, the QoS remains the
same when the random selection scheme is employed. All this
however from the figure indicates and confirms that the QoS
is higher when the Trust-based scheme is employed.

From Fig. 7, when the percentage of malicious users
increases the quality of service (QoS) decreases in that order.
This means that the presence of malicious users affects the
performance of MCS system QoS, and the measure has to be
put in place to ensure that this existence of malicious users is
reduced to minimal margin to yield better results.

From Fig. 8 (a)-(d) the damage levels of data values versus
the varying the number of malicious users were compared
in three different schemes Trust-based scheme, Average-
QoD-based scheme, and the PrevBest-QoD-based Schemes.
It was observed that the trust-based scheme provides the least
damage level to the obtained data even after the number of
malicious users is increased. Actually as the number of mali-
cious users is increased the damage level decreases but on a
marginal value. The PrevBest-QoD-based schemes record the
highest damage level even as the number of malicious users
increases.

From Fig. 9, the damage level is high when the number
of tasks is lower based on all the three schemes of trust.
Therefore when the number of the tasks is higher the better
the results in terms of the damage caused. And from this, there
is a big marginal gap between the damage levels when the
PrevBest-QoD-based scheme is used compared to the rest of
the schemes.
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FIGURE 10. (a)-(c) The User Models of different MCS systems.

From Fig. 10 (a) the QoD range is between the inter-
vals (0,1) and the highest quality users produced the highest
quality-of-data (QoD) scores in most sensing tasks with the
highest distribution QoD value is 0.95, with a probability
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density function (PDF) value of 0.4. The low-quality users
produced the lowest and below-average QoD scores by
recording the highest score of 0.78 with the PDF value of
at 0.15. The malicious users produced the above-average
QoD scores of 0.28 and PDF of 0.3.

From Fig. 10 (b) the QoD interval ranges are (0 to 1) and
the highest quality user-produced QoD value of 0.95, at a
PDF value of 8. The low-quality user produced the highest
QoD value of 0.78 with PDF value of 3. The malicious user
accounted for highest QoD value of 0.28, with PDF of 5. This
malicious user recorded higher value than the low-quality
user.

In Fig. 10 (c) the QoD interval remain (0 to 1) and the high-
est quality user records the highest QoD value of 0.76 with
the PDF of 3.7. The low-quality user records an above-
average QoD of 0.56 and a PDF of 3.4. However again
the malicious user records highest QoD values than both
the high-quality user and the low-quality user of 0.9, and
PDF of 4.7. These cases in Fig. 10 (a) to (c) demonstrate
that the QoD can vary from system to system and the PDF
values recorded vary for different users (highest quality,
lowest quality, and malicious users). This depicts that the
system trust levels are equally different across the various
models.

VI. CONCLUSION

The evolution of mobile devices has led to the vast evolution
of mobile crowdsensing technology, where mobile devices
are used to sense, collect, and transmit information seam-
lessly. In this survey, we discussed the overview of MCS,
schemes of MCS, and the challenges, opportunities, and solu-
tions of MCS. Since the MCS is applicable in almost all of life
scenarios, the applications of MCS in terms of its importance
was discussed. The MCS architecture was discussed where
the MCS framework and the architecture are highlighted
in broad. Since a large number of participants take part in
sensing campaigns, their privacy is of utmost importance and
hence the MCS systems privacy-preservation and trust man-
agement were discussed. This is very crucial because even
if there are incentives, mobile device users can shy off from
participating in sensing campaigns if their privacy is not guar-
anteed. The simulations were based on Trust-based scheme,
and it was compared with other schemes. The results obtained
indicate that trust-based scheme offers the best results
when compared to its counterparts which were discussed as
follows.

1. The damage level is lower under the trust-based scheme
even in the event of an increase in the number of tasks
or number of malicious users.

2. The QoS value is high even when the presence of
malicious users tends to increase in number.

3. The QoD scores produced depends on the security level
of the MCS system. The QoD score can be high for
high-quality users, or malicious user, but always the
QoD score is average for the case of low-quality users.
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In summary, the performance of trust-based mechanisms in
privacy and trust management in MCS systems is high, and
more algorithms should be developed to enhance the level of
trust in the MCS application.
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